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1
Decision/action requested

This contribution proposes a new KI for TR 33.854.
2
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SP-200352: Study on security aspects of Unmanned Aerial Systems (UAS) FS_UAS_SEC
3
Rationale

TS 22.125 [1] in Clause 5.4,
 Security, has the following requirement:

[R-5.4-001] The 3GPP system shall protect the transport of data between the UAS and UTM.

UAV and UAV-C need to exchange C2 and other information with USS/UTM. The integrity and confidentiality (where required) of such exchanges is critical to integrity of the overal UAS operations.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in UAS SEC TR 33.854. Note that all text is new







***
BEGIN OF CHANGES
***

X
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
X.b
Key Issue #b: Security protection of UAS-UTM information exchanges
X.b.1
Key issue details 

TS 22.125 [zz] in Clause 5.4, Security, has the following requirement:

[R-5.4-001] The 3GPP system shall protect the transport of data between the UAS and UTM.

X.b.2
Security threats

An attack on integrity or confidentiality of the information exchanged between UAV or UAV-C and USS/UTM may lead to catastrophic loss of overall UAS integrity (e.g., with potential risks to public safety)
X.b.3
Potential security requirements

The 5G System shall have the means to enable integrity protection of the information exchanged between UAV or UAV-C  and USS/UTM.
The 5G System shall have the means to enable replay protection of the information exchanged between UAV or UAV-C and USS/UTM .

The 5G System shall have the means to enable confidentiality protection of the information exchanged between UAV or UAV-C and USS/UTM.

***
END OF CHANGES
***



